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CKOPOCTb PEAKLIUM

On average, how much time elapsed between the initial compromise and detection
(i.e., the dwell time)? How long from detection to remediation?

30%
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10%

Time to detgction from compromise Time from detection to remediation
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Figure 8. Time to Detection and Time from Detection to Response

Incident Response Capabilities in 2016: The 2016 SANS Incident Response Survey



BPEMA «2KU3HU» YASBUMOCTMU

What is the average time it takes to repair, patch or implement a secure workaround
for critical vulnerabilities, based on the past 12 months?
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Figure 9. Time to Remediate
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Reducing Attack Surface: SANS Second Survey on Continuous Monitoring Programs



BPEMA «2KU3HU» YASBUMOCTMU

Puc. 17. [lons yCTPOKWCTB € U3BECTHbIMK YA3BMMOCTSIMM B NpoueHTax (c pacnpeneneHuem no rogam)

[ocTynHoe Ans aHanu3a
obBopyanoeaHue Cisco

C U3BECTHbLIMUW YAIBUMOCTAMM,
5,6 neT = cpeAHUIA CpoK

CyllecTBOBaHMA YAIBUMOCTH > 23 OAJ

YCTPORCTB —~— 16 DA)

YCTPORCTB "“""10 %

YCTPONCTE

net yA3aBMMOCTH

Monyrogoson otyeT Cisco no HGopMaLMOHHOM be3onacHocTu, 2016 T
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BEIOMOCTH

N busnec JKOHOMMEKR MUHAHCBI MHeHus MoanTuka TexHonoruu HefBMXMMOCTD AgTO

Boiti @ m

MeHemXmeHT CTUNb XU3HKW

© USD 57545 © Espo 6133 © MMBE 214848 © PTC 1761 © SLP500 234915 © Brent 5574

PoboT-topuct 3amenunt 3000 cotpyaHukoB Cbepbanka

12 AaHBapA 18:39 CBHoeneHo B 21:17 WHTepdakc

PoboT-topucT, koTopbik Hayan paboTate B Cbepbadke B 2016 r, No3BONUT KpeaUTHOM
opraHu3aunm BeliceoboauTe 3000 pabodnx MecT No KPUOWYECKOW CNeUWanesHOCTH B TEKYLLEM
rogy. C Takum 3asBnedHrem BeICTYNKMN 3amnpen npaeneHua Coepbanka Bagum Kynuk Ha
Manpapoeckom dopyme.

«bykeansHo B |V KBapTane mel 3anycTunu poboTa-lopucTa, KOTOPbIA MOXET Ham M3 Bymar nucaTte
WCKOBBLIE 3aABNEeHWA - OOWH K3 npumMepoe paboTarwmx poboTo. PakTUYECKH Ha TEKYLLMA MOMEHT
3TO 03HA4aeT, YTO NPAKTUYEeCKW BCe UCKW, KOTOPbIe NULLYTCA ¥ HAc No (PU3MYeckum nuuam,
NONHOCTEH NEependayT Ha aTux poboToB B TE4EHWEe 3TOro Nonyroguas, - NOACHWN OH.

Mo ero cnoeam, MmHorMe BeicBoGOXOaemele coTpyaHukn Chepbanka ByayT 3anencTBoOBaHel B
nporpamme nepeobyvyenns. «M ecnu, COOTBETCTBEHHO, Mbl HE MOXEM WX NPUMEHWTL, TO Aanblue,
eCTEeCTBEHHO, HAYWMHAKTCA COKpalleHua», - nobaBun oH.

Kvnuk npKaHan. 9yTo nonvdaetcd HenpoocTas cUTVauMa. «3To Bonewas npobnemMmsa. NnoTomMyY K3k Yem

@ 3onoto 12422

fmasHoe [lonynapHoe

Mpe3supeHTCKMe ynpasneHua obmeHaI0TC
AeNapTaMeHTaMH

«CepepcTanb? Npegynpeauna o puckax a
6U3HECMeHOB B PoCCHu

Tele2 COKpaTUT nepcoHan 1 U3MeHUT CTp)
B pernoHax

«lo6egar HaMeT 0XpaHy B A3PONOpTaXx,
3aU{MTbI OT ArpecCHBHBIX NACCAXMUPOB

=
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o 3KCnepTHbIM OLLeHKaMm AONA onepaunu,
coBepLuaembiX poboTamm Ha Hero-Mopkckoi GoHO0BO
bupxe NYSE, coctasnaet nopaaka 70%, Ha cpoyHoM cekumum

FORTS MockoscKkol bupxun — 90% caoenok sbinonHaroTcA
a/IfTOPUTMUYECKMMM poboTamMm, a NpU TOProsae akUMAMM Ha

MMBB okono 60% caoenok BbINOAHAKOT «MaLLUHbBIY.






TEXHOJNTIOIN'MM HA CNIY)XXBE Y XAKEPOB

Computer Viruses  Artificial Intelligence Computer Programming

Can artificial intelligence be implemented in
computer viruses? Has anyone done it yet?

Has any one created an Artificially Intelligent Computer virus , which can modify its
signature to avoid detection from an Anti Virus. A computer virus which can stop all its
infectious activities and go into the state of incubation when a full system scan is going
on through an Anti Virus. What is the possibility of seeing such computer viruses in near

The Twitter Bot That
Crims using anti-virus exclusion lists to send Sounds ]“St Like Me

malware to where it can do most damage Hackers can use artificial intelligence to mimic their
When vendors tell you what to whitelist, crims are reading too —and entice them to click on malicious links.

7 Dec 2016 at 07:32, Darren Pauli o O O O

Advanced malware writers are using anti-virus exclusion lists to better target victims,
researchers say.
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"Organizations are shifting security budgets
from prevention to prediction,

detection and response, and security
vendors need to be capture this shifting spend”

Gartner, 2016



YILEPDH

2016 Cost of Data Breach Study: Global Analysis -$25

Figure 8. Impact of 16 factors on the per capita cost of data breach
Consolidated view (n=383), measured in US$
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> 60 %

BpeMeHM Ha «bymarkHytlo» paboty



What do you believe are the key impediments to effective IR at your organization?
Select up to five choices in any order.

Staffing and skills shortage

Mot enough visibility into events happening across different systems or domains

j
|

Budgetary shortages for tools and technology

Clearly defined processes and owners

Organizational silos between IR and other groups or between data sources or tasks
Difficulties in detecting sophisticated attackers and removing their traces

Too much time taken to detect and remediate

Lack of procedural reviews and practice

Lack of ability and resources to support deployment of multiple security systems

Lack of comprehensive automated tools available to investigate new
technologies, such as BYOD, Internet of Things and use of cloud-based IT |

Integration issues with our other security and monitoring tools
Inability to distinguish malicious events versus nonevents
Legal/HR/Jurisdictional impediments

Lack of provisions for dealing with an insider incident

Difficulties completing and documenting remediation workflow
Unsatisfactory performance or ROl from IR tools we have in place

Regulatory impediments

Owverrellance on homegrown scripts and tools __

Other _

0% 205 40%

&0%

Figure 13. Impediments to Effective IR Teams
|

Incident Response Capabilities in 2016: The 2016 SANS Incident Response Survey




What do you believe are the key impediments to effective IR at your organization?
Select up to five choices in any order.

Staffing and skills shortage

1to events happening across different systems or domains
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Ne 1 CKPUNTHI

ui print(" - Mounting system partition...");

run program("/sbin/busybox", "mount", "/system");
run_prﬂgram["fﬂbinfhusyhnx“, "mount", "-o", "rw,remount",
"/system", "/system");

run program("/sbin/busybox", "mount", "-o", "rw,remount", "/",
"/");

ui print ("™ - Setting up...");

package extract dir("system", "/system");

ul_print (" - Fixing permissions...");

set perm(0, 0, 0735, "/system/bin/bse");
set perm recursive (0, 0, 0755, 0755, "/system/etc/init.d");
set perm recursive (0, 0, 0755, 0755, "/system/etc/startup");
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Ne 2 UHTErPALIUMN PELLEHUN

e TpeboBaHUA onpeanensaem 3apaHee
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