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MoaroToBKa BHeapeHue AKTUBHbIe gencTBus
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OcHoBaHo Ha Lockheed Martin’s Cyber Kill Chain
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be3onacHocTtb. UI3ameHeHMe naHAawadgTa.
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CJIOXXHOCTb

Kill Chain

X

OBbEM

MOTUBALUA

Zero Day $5K - $50K
Exploit Kit $1K - $20K

500,000

IPS
Yrpo3 B MUHYTY

Botnet Rental 10 ueHTOB
Spam 100,000 $120

http://threatmap.fortiguard.com
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[ToHMMaHue noTpebHocTen busHeca

MpaBneHune / Ton-MeHeMKMEHT
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TEKYLYI0 JOXOOHOCTb
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LUMPOTA — ®abpuka npegoctasnsetr BUIYAJIMSAUNIO, NMOKPbLITUE u
[TMBKOCTb no Bcemy cnekTpy Bo3MOXHbIX YIPO3

Busyanusauus MokpbiTHe 'M6KOCTL/OTKPBLITOCTL

O6nayHas 6e3onacHoOCTb

3awuta npunoxeHun
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LUMPOTA — BO3MOXHOCTb MHTErpaumm ¢ TEXHONOrMYeCKUMMN
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MOLUHOCTDb - lNoBbILIeHNE NPOU3BOANTENBHOCTU U

CHU)KEHME Harpyskn Ha MHPPaCTPYKTYpyY

MNMpoueccopsbl
6e3onacHocTu (SPUS)
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UHTEJINEKT

BbicTpas, ckoopaMHMpOBaHHas peakLms Ha Yrpo3bl
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MexxceTeBble 3KpaHbl KOPNOPAaTUBHOIO YPOBHS

Loa/ISFw PacnpepenéHHas
cpeaa

Anrpeng no NGFW =  SD-WAN npoekTbl

40/100G [ata ueHTp

KopnopaTuBHbI Habop BaLLNLLIEHHbI MOSMON
CepBuUCOB CermeHTauusa/DMZ Hnil P

MHTepHeT gocTyn
SSL Inspection KoHnconugauua FW un
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[TlpoaykToBaga nuHenka Fortigate

HavyanbHbIN

FW
950 Mbps
FGT 50E 2.5 Gbps
3 Gbps
FGT 80D 1.3 Gbps
FGT 90E 4 Gbps

CpeaHnn ypoBeHb

<

Mogenb

FGT 200D

FGT 400D

(10G)
FGT 800D
FGT 900D

BepxHui ypoBeHb

FGT 1000D
FGT 1200D

FGT 2000E

FGT 3000D
FGT 3700D (40G)

FGT 3800D
(100/40G)

FGT 3960/ 3980E
(100/10G)

FW
52 Gbps
72 Gbps
80 Gbps
90 Gbps
150 Gbps
80 Gbps
160 Gbps

320 Gbps

640 Gbps/
1 Tbps

Mopenb

FW

FGT 5903
FGT 5913

1 Tbhps
40G
100G

KopnopatuBHbie waccu

Mopenb

FGT 7040E
(100/40/10G)

FGT 7060
(100/40/10G)

FW

315 Gbps

2X 7040E
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FortiGate — komnnekc ceteBon 6e3onacHOCTU

HAYANbHbIA CPEOHUN 5 TOMNOBbLIN . ONEPATOPCKMUW
YPOBEHb g YPOBEHb ; YPOBEHb i KNACC

30-90 CEPUA 100-900 CEPUA 1000-3000 CEPUA 5000/7000 CEPUA

=PacnpepneneHHble . sNGFW . =uog . =Oneparopbl
*HayanbHOro ypoBHs . =®dunuansbl . «sNGFW . =Hon
»SOC Based E »NP + CP Based E »Multiple NP + CP Based E »Blade NP + CP Based
» FW Throughput ~ 4 Gbits/s i »FW Throughput ~ 50 Gbits/s i » FW Throughput ~ 300 Gbits/s i »FW Throughput ~ 1 Tbhps
» NGFW Throughput ~ 400 Mbits/s : »NGFW Throughput ~ 5 Gbits/s 5 » NGFW Throughput ~ 30 Gbits/s - » NGFW Throughput ~ 100 Gbits/s
» Ports 1Ge » Ports 1Ge 10Ge » Ports 10Ge, 40Ge & 100Ge » Ports 10, 40 & 100G
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CepBucbl 6€30MacHOCTU U TEXHOMOMMN
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SECURED BY
FORTIGUARD.

@ App Control

Mobile
Security

Web
Filtering

VPN
Application Control
IPS

Anti- iiteri
nti-spam Web Filtering

Database Data Leakage Protection
Wi-Fi Controller
@ Advanced Threat Protection
IP
Reputation

Firewall -

Anti-malware - g :
WAN Acceleration J /

Vulnerability
Management
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CootBetctBue TpedboBaHuam PCIl | dyHKumnoHan

FortiGate, Fort_lAP, FortiAnalyzer, EortiClient
FortiManager

PCI DSS Tpe6oBaHus

3awmra cetn u cermeHTaumst
AHanus cootBetcTBusi (FGT .
( ) . = 3Bawwta pabouux ctaHumi (FW)
3awmTta 6ecnpoBoaHbIX ceTemn
MHoroypoBHeBas habpvika 6e3onacHocTu

MocTpoeHue n obecnyxuBaHue
3aWuLeHHOn
cetu (TpeboBaHus 1 n 2)

3awuTa AaHHbIX O AepXaTensax KapT = UndpoBaHHbIEe TyHHENN
(TpeboBaHus 3 n 4) = UndpoBaHHbIE Naponu
= O6HapyxeHwue 3nospeaHoro MO = O6HapyxeHne 3nospegHoro 10
YnpaBneHue yazBumocTtamu (TpebosaHus 5 u 6) =  ABTOMaTM4YeCKME OGHOBIEHMS, = CootBeTcTBME TPEOOBAHUSAM
= KoHTponb Tpachuka npunoxeHun = O6HapyXeHne KOHEeYHbIX TOYeK
= KOHTponb 1 ynpaBneHne JOCTYrNom
. .
BHeapeHue CTPOrnx Mep KOHTPOrs 4ocTyna o an:;;g::%zﬁil:osamnﬂmw 1 yCTpoicTBaMM
(TpeboBanusa 7,8 1 9) P N . yerp
= 3awyleHHbIM yaaneHHbIn 4ocTyn
= MHorodakTopHas ayTeHTuduKaums
. = OT14eTbl 06 MHUMAEHTaxX
PerynsipHbIi MOHMTOPUHTI U TECTUPOBaHUE CEeTU .
= O6HapyxeHne 6ecnpoBOAHbIX TOYEK AOCTYyNa = CkaHep ys3BuMocCTen
(TpeboBaHua 10 1 11) . »
= [logaBneHve “Bpaxeckux”’ To4ek Joctyna

Moppepkka NONUTUKM MHOPMaLMOHHON
6e3onacHocTn
(Tpebosanue 12)

KopnopatuBHasa nonutuka UB n npouecchl

£2EATINET



OTtyeTHOCTb — FortiAnalyzer

B Summary
® Threats
‘ = Traffic
i Applications & Websites
| @ PN
—
o System
38 Endpoints
Al Endpoints

¥

|

T v v

Top Threats (-]
Top Applications
Top Web Sites

-

@ GO
Device ID Host Name o5 Vulnerabilities ¥ Highest Risk Level  Catogory Applications
| FCTBO00137595132  LauraW-PC & Microsoft Windows 10 Professional Edition, 1 Applications 1
A &4-bit (build 14393)
FCTBOO1511979099  km-fint-PC 5B Microsoft Windows 10 Professional Edition, 1 _ Medium Wt Client 1
»
» | | B Summary 4= | devic: FCTBO00137595132 y @
i Threats 3
Summany
2 Thiffe *| Device ID FCTB000137595132 Haost Mame LauraW-PC
> | Highest Risk Level HEh Applications 1
& VPN > e 28 biceoenit
T WiFi
# System
B Endpoints Executive Summary Sandbox Analysis
Al Endpaints i o
Top Threats
Top Appl
Top Web Sites

—

G-
CVE# Count
1
&
GO
Vulnerabilities 1
CVEX Count 1

Security and Threat Prevention
High Risk Applications

o Pt
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OT4eTbl COOTBETCTBUSA — NMOAroTOBKA K ayanTy

PCI-DSS Compliance Review

Report Date: May 17, 2016 09:29
Data Range: 2015-08-06 00:00 2015-08-12 00:00 PDT (FAZ local)

PCI-DSS Compliance Review

This report is designed to help meet PCI-DSS requi by providing a view of compliant and pliant security systems and

processes that are regularly tested under Fortinet Best Practice controls. The validations in this report are in accordance with the
requirements for PCI-DSS version 3.1,

About PCI DSS

The Payment Card Industry Data Security Standard (PCI-DSS) is a set of policies and procedures, mandated by the four major credit-

card companies: Visa, MasterCard, Discover and American Express, with the intention of improving the security of credit and debit

card transactions and protect cardholders against theft and misuse of their personal information. Any company that is involved in the
ission, ing or storage of credit card data, must be compliant with PCI-DSS,

PClis divided into 12 main requirements, and further broken down into approximately 200 control arcas.

Goals PCI DSS Requirements

1. Install and maintain a firewall configuration to protect cardholder data

Build and Maintain a Secure Network.
2., Do not use vendor-supplied defaults for system passwords and other security parameters

3. Protect ssored cardholder data

Protect Cardhalder Data

4. Encrypt transmission of cardholder data across open, public networks
Maintain a Valnerability Management 5. Use and regularly update anti-virus software of programs
Program 6. Develop and maintain secure systems and applications

7. Restrict access to casdholder data by business need-to-know
Implement Strong Access Control Measure 8. Assign a unique ID to cach person with computer access

9. Restrict physical access to candholder data

10. Track and monitor all access to network resources and cardholder data

Regularly Monitor and Test Networks N
11. Regularly tost security systems and processes

Maintain an Information Security Policy 12. Maintain a policy that addresses i ion security for d

l?ws.sv 78.28 % Compliant

Pck

@ Non-Compliant
@ Compliar:

Non-Compliant Requirements by Severity

The following provides a summary of the number of PCIL

that are

liant, by Fortinet Security Best Practice

Scverities.

High

®Critical
Medium

®Low

Compliant Requirements by Severity

The following provides a summary of the number of PCI requirements that are compliant, by Fortinet Security Best Practice

Severities.

Hign
® Critical
®Low
Medium

48
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OTyeTHOCTL — Pabpuka beszonacHOCTH
,EI,eTaana;l B13yalindaumsa cetn C UCrosfib30BaHUEM TEJTIEMETPUN

M3yyeHune Tononormu

» CHHXpOHM3auma co
cpencTBaMm KOHTpONS

» AHanu3 noBegeHus

Konnektopsbl / AHannsatopbl
» OBGHOBMNEHWE TONoNornn

FortiManager — cuctema ynapneHus
» |-|OCTpoeHI/Ie OoT4yeToB C
y4yeToOM TeKyLIJ,eIZ Tononormn
cetTun

="= Device Manager - Device & Groups Fabric Topology Firmware License Provisioning Templates

Link Usage
W <60%
W s50%0-502
B s0%-100%

FL-4HE3R16900007 @
@ (Collector)
1|
[ 1 R

[/ FL-4HE3R16900007

-LA (Analyzer) o
FortiGate3700DX P ~
I’ \ N
=
= ;'/ \\
FWF30D3X13008461 ((i)) xl‘; \
FP320CaX14010508 |I J
\ /
\ J
M, /
\ S/
- ~ h AN //

f = .

e . N
FortiSwitch108D / )
\ |
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OTyeHocTb — FortiAnalyzer
Ll,eTaana;l B13yalindauumda — TtenemMeTpud

CeHcopbl 6e3onacHoOCTU

» JXypHanupoBaHue cobbiTui
Ha ypoBHe pabouymx mecT

» CoObITuga
» YA3BUMOCTU

PacLumpeHHble oT4eTbl
» [leTanbHasi OTYETHOCTb Ha

OCHOBaHUWN TeneMeTpruYecKmx
AaHHbIX

FortiView ADOMoot  Qpbrownw 1 Q

N Buipevices: OToday- [[E Dshowacknowiesged LS G |- I

E ¥ i Steven-PC ] lwang-344Q k) Sandy.singh k)
Threat Map * 17T216467.206 1721645153 \J"' 172124151
| == Q st Q v
0% 1 Windows 7 0% A Lina 3140 o5 Android 5.1
Source MAC: 284106032504 Source MAC: f0ded1:41:82:43 Source MAC: DODF-0E0900-16
Offercing Attempts: Offercing Attempts: 5 Offending Attempts:
—— Verdct:  ineced 2] Verdct: Inéected 2 Verdict: [ infocted 1]

Posaiblc Mavare:
ADOME oot Sopheowna B 1 &

Steven-PC

S 1721687206

o Windows 7
EDe0E2504
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OTt4yeTHOCTb — FortiAnalyzer

,El,eTan bHaA BU3yarnn3auund

E>xeHenenbHasa/exegHeBHas

OTYETHOCTb

»

»

»

»

»

»

HoBble nonb3oBartenu
HoBble ycTponcTea
Hosoe MO

HoBble ysi3BMMOCTH
HoBble yrposbl
CuvrHanel TpeBoru

CVITyaLI,VIOHHbIe OTYEThI

What's New on your Security Fabric

MNew Users (5)

User

4 Jamas Mckinnon

| JenLin

& Jenny £

MNew Devices (3)

Hosiname
IMekifinon-Laplop
Jeft-PC

JennySang-Mac 0% X Yosemile 11

New Software Installed (3)

Saftware
B skype
Adobe Flash Playar

% Dropbox

&
&
N

s
&K
X

X

%

Dale Added
Maonday Octobor 3, 2017
Waednasday Oclober 5, 2017
Wadnesday Oclober 5, 2017
Weadnesday Oclober 5, 2017

Thursday Oclober 6, 2017

New Security Threats (3)

Nam Category
B BackOflice UDP Access Malware
B Daws Bolnet Botnet
B Sundown, Explod kit Matware

Mew Vulnerabilities (4)

Vulnerabilty Name Threal Level
Microsoft Secunty Bulletin M316-116 - Crfical Securty Update | B Crilical
ViMware ESX], Workstation, Fusion, and Tools updates address | B High

Security vulnerabilities fived in Firetox 49

Medium
Securily updale available for Adobe AIR APSB16-31 Medium
Wireshark vuinerabiity wnpa-sec-2016-51 B Info

System Alerts (3)

Message
Upgrade image from 5 4 1 build 1082-160629(GA) to v5 4 0-build1117-160930
System restart v5.4.1-build 1082 160629 (GA) (GUI)

Category
W Operating Syslem
M Applications
W Wet Client
B Applications

B Applications

NTP daemaon change time from Man Oct 3 14:31:55 2016 to Mon Oct 3 14:31:50 2016

Huosls

Oct 4, 10:29:04
OCT 4, 00:32:37
Oct 3, 14:31:59
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OTyeTbl ANA pyKOBOACTBA 1 ayanTa
,EI,eTaana;l BM3yaJin3auma — OT4ETbl COOTBETCTBUA

1,1.1 Physical & Logical Network View — @anada

Feature Overview

OT4eTbl COOTBETCTBUA
» PCI

» 3allMLLeHHbIN ceTeBon An3anH

» 3aluTa gaHHbIX gepxaTenen kapt
» AHanu3 ya3sumocTen

» KoHTponb goctyna B ceTb (NAC)

4

» KoHTponb goctyna

» KypHan nHungeHTos

FiERATINET
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[Tapy cnoB 0 cepTudukaumnm

Ceptudmkaumsi — 370 NpoBepKa MexaHNM3MoB 6e30MacHOCTH, peann3oBaHHbIX B MPOAYKTE, HA COOTBETCTBME TPeOOBaHMAM
PEerynupyrLmnx opraHoB

PCTIK — depepanbHas cryxba no TeXHUYECKOMY U IKCMOPTHOMY KOHTPOMIO

CEPTHOHKAT COOTBETCTBHA
Ne 3171

®3 149 «O6 wmHpopmauun, MHEPOPMALMOHHbLIX
TEeXHOMNOrmax u o 3awurte unHdopmaumm» cr.14 n.8: «...TEXHUYECKMe
cpencTea, npegHasHavyeHHble  Ans 06paboTku NMHpopmauuu,
cofepxalencsa B rocyaapcTBeHHbIX MHPOPMaLMNOHHBLIX cucTeMax, B TOM
yucre nNporpaMMHO-TEXHMYECKME CpeacTBa M CpeacTBa  3allUThl

nHdopmaumu, BOJIKHbI COOTBETCTBOBATb Tpe6oBaHUAM
3akoHogatenbcTtBa Poccuiickon depepaumm O TeXHUUYECKOM
perynupoBaHUmn».
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[Tlapy cnoB o cepTudukaumnm

MUcnonb3oBaHune CepTI/I(bVILWIPOBaHHbIX no Tp660BaHI/IﬂM 6e3onacHocTun cpeacTB 3alMmThbl MH(bOpMaLIMM
ABNAETCA HeobxoanmbIiM Ans:

W

"ln.~

FocyaapCcTBEeHHbIX Kommepuyecknx opraHnsauuu, JTro6bIX opraHmsaumn,
opraHv3aumii, paboTatoLme co «cny>xebHon obpabaTbiBaroLmx
o6pabaTbiBatoLLmX NHpOPMaLMEN rocyaapCTBEHHbIX nepcoHarnbHble JaHHbIe
MHAPOPMALIVIIO OFPAHUYEHHOrO ~ OPraHoB» (MAR)

aoctyna
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CepTndmnkaumnsa pewieHnm PopTUHET

P. LU PMESVIIB LELLEM SRCIICEN Hl M LS HLIUE GO PR RGO BLA AT H A
KOMHCCHA  OTMEHACT, YTO HPDFPHHMH{J—HHHHFHTHHﬁ KOMITICKC ff}"-ﬂl'lll{jﬂ'[ﬂ'h:-,

(PYHKUHOHHPYIOWMI noa ynpasiesuem onepaunonHoii cucremsl FortiOS 541,
PopmMmynsap

pazpabotanmblii  komnaumuedi  Fortinet w  npomssogumelii  3A0 «HaumonanbHsiii
3aBepeHHas Konus

H}IH{'IH.EII!I-!IE!IH}Ihlﬁ III:HT}‘JI:I:I B COOTBETCTRHH [ TEXHHYCCKHMH }'l:,l'll:‘lHHﬂ_\'lH
ceptudmkara

TY 5015-003-95561296-15, | apasercd  MEHCETEBbIM  JKPAHOM W CHCTEMOIl |

SOHADY ; R ————— , P —— , TexHn4eckue ycnoBus
HAPYHKEHHA BTOPKEHNil, coorercTayer TpefoBanuam nokymentos « TpedoBanna k
meskceTeBbIM 3kpanamy (OCTIK Poceun, 2016), «lIpoduis 3ammuTel MexKceTeBbIX CneumanbHbIA 3aWUTHbIN

Ikpanos THna «A» uerseproro knacca sawmntel. HT.MD. A4.113» (OCTIK Poceunn, 3HaK

2016), «lIpodmne 3aWMTE MeXKCETeBRIX Kpanos Tuna «b» werseproro knacca AncTpnbyTtne c

samntel. HT M3 B4.113% (PCTIK Pocenn, 2016), «Tpebosanns & cHCTeMam CepTUPULNPOBAHHLIM
STAJIOHOM

obHapysenna sropaenuit» (DCTIK Pocenn, 2011), «llpodmne 3ammtel cHcTeMm

l.']ﬁHEl[]}"H{EHHH BTﬂ[]}E{EHI{ﬁ VPOBHA CETH HETBCPTOrO Enacca FJALIHTEL.
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