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UWJin Kak yBnaetb 10, O HEM Mbl HE 3HaemM?

Pycnan ViBaHoB
CrapLmii nHxxeHep no MHMOpMaLoOHHON

ruivanov@-cisco.com
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Bbinagawwme cobbitia / «YepHbIn
nedeab»

AHomanbHoOe noBeaeHue
0-Days
Ewe HeT curHatyp/pelwarowmx npaBsun




CobbITns TMNa «4e€pHbIN Nebeab»

«B Poccun Takoro Hukorga He 6birno n BOT ONATb
nostopunocb» B. C. HYepHomblpanH
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ObHapyXeHune yrpo3 B HEM3BECTHON 30HE

AHanns
noBeaeHud

HenssecTtHoe MalumHHoe
Hen3BecTHoe oby4yeHune

CtatncTmnyeckmnmn

dHalln3

aifran]n
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ObOHapyxeHne aHoManun n Knaccnukaums
COObITUN

ObHapyxeHne
AHOMAMIA Knaccundpukayms

e CKaXxm MHe ecnu e CKaXXn MHe
NPOU3OUNAET YTO- Koraa Tbl
TO HEOObIYHOE YBMOULLb HEYTO,

[MOXO>XeE Ha 3TO

aifran]n
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BcrnomHmMM pacnedatky MoOunbHOro onepatopa

Day Date Time To/From Type Msg/KB/Min Rate Code Rate PD Feature In/Out
TUE 07/17/14 9:43AM 571492 CALL 13 Min T™1 AT SMH Out
TUE 07/10/14 8:10PM 293538 TXT 5Msg ™1 AT SMH Oout
WED 07/11/14 7:33AM 349737 TXT 20Msg ™1 AT SMH In
WED 07/11/14 12:12PM 345787 CALL 190 Min ™1 AT SMH In
WED 07/11/14 2:15PM 985687 CALL 43 Min ™1 AT SMH In
THR 07/12/14 5:23AM 345784 TXT 5Msg ™1 AT SMH Out
THR 07/12/14 6:17AM 293538 CALL 58 Min ™1 AT SMH Out
FRI 07/13/14 10:57AM 349737 TXT 5Msg ™1 AT SMH In
FRI 07/13/14 1:57PM 935693 TXT 13Msg T™1 AT SMH Out
FRI 07/13/14 8:37PM 985687 TXT 9Msg ™1 AT SMH In
MON 07/16/14 11:41PM 293538 CALL 14 Min ™1 AT SMH In
TUE 07/17/14 4:20PM 472091 TXT 7Msg ™1 AT SMH Out
TUE 07/17/14 9:27AM 293538 CALL 8 Min T™M1 AT SMH In
TUE 07/17/14 9:43AM 571492 CALL 13 Min ™1 AT SMH Out

aifran]n
CISCO




BcromHuM pacnedaTky MoGumsHoro onepatopa ()

Day Date Time To/From Type Msg/KB/Min Rate Code Rate PD Feature In/Out
TUE 07/17/14 9:43AM 571492 CALL 13 Min T™1 AT SMH Out
TUE 07/10/14 8:10PM 293538 TXT 5Msg T™M1 AT SMH Out
WED 07/11/14 7:33AM 349737 TXT 20Msg T™M1 AT SMH In
WED 07/11/14 12:12PM 345787 CALL 190 Min ™1 AT SMH In
WED 07/11/14 2:15PM 985687 CALL 43 Min ™1 AT SMH In

aifran]n
CISCO

07/12/14
07/12/14

07/13/14

07/13/14 8:37PM 985687 9Msg
07/16/14 11:41PM 293538 CALL 14 Min

07/17/14
07/17/14
07/17/14

5:23AM
6:17AM

1:57PM

4:20PM
9:27AM

345784
293538

935693

472091

293538
571492

TXT

CALL

CALL

5Msg
58 Min

13Msg

7Msg
8 Min

T™M1

T™M1

AT

AT

SMH




AHanuna cetesou tenemetpun Netflow (jJFlow,
sFlow) — nyTb K camooby4aemMbIM CETAM

= ©

MowWHbIN UCTOYHUK MHOpMaLUK BaXHbIU MHCTPYMEHT
Ond KaXaoro ceteBoro coeanHeHus ana naeHTudcgukKaumm B3sioMoB
Kaxxgoe ceTeBoe coegnHeHUs NoeHTndumnkaums aHomarnbHOM akTUBHOCTU

B Te4YeHne ANUTENbHOro MHTepBana BpeMeHu .
A P P PeKoHCTpyKUMS nocnenoBaTenibHOCTU COObITUI

IP-agpec UCTOYHUKA U HasHayeHus1, IP-nopTol
AP ’ pThl, CooTtBeTcTBME TPpeOOBaAHMSM N COOpP OOKaA3aTENLCTR

BpeMs, faTa nepegaydv v gpyroe

NetFlow ans nondbix aetanen, NetFlow-Lite gnsa 1/n

CoxpaHeHo ans 6yayuiero aHanusa cemnnos

Al CeTeBble NOTOKMU KaK WabnoHbl BTOPXXEeHUN

Cisco



NetFlow ¢ Touku

KTo
Start: 0612 - 06:49:19 AM 10.201.3.78 601 7T3TCF
End: 06/12 - 06:51:20 AM o RFC 1818

A KOHTEKCTA

11.72KB | 63 packels B0TCP 84.75.210.3
D [+] Canada
—
Duration: 2m 1s ethel
14:7d:c5:bf: AN A5 HTTP
View Details —
30.53KB | 45 packets ( bonbLie KoHTeKCcTa
Flow Detailed Summary: 10.201.3.78
Search Subject Details Totals Peer Details
Packets: 63 Packets: 108 Packets: 45
Packet Rate: 0.52pps Packet Rate: 0.89pps Packet Rate:
Bytes: 11.72KE Bytes: 42.24KB 0.37pps
Byte Rate: 99.15bps Byte Rate: 357 .48bps Bytes: 30.53KB
- Percent Transfer: 27.7% Search Subject/Peer Byte Rate:
BbICOKOMaCLIJTaGI/IypeMbII/I C60p Host Groups: Sales and Marketing, End User Ratio: 0.38 268.33bps
_ Devices, Atlanta TCP Connections: 12 Percent Transfer:
B bl CO Koe C)KaTl/l e — > D,O” ro B pe M e H H Oe Payload: GET httpJ/iwww.acronymfinder.com RTT: 70ms T72.3%
I~Istfiidigg.gif SRT: 4ms Host Groups:
Canada
XpaHMHMLL"e Payload: 200 OK
aifran]n
cisco .




C nomouwbio NetFlow MmoxHO obHapyXunBaTb He
CTONbKO N3BECTHbIE YIrPOo3bl, CKOJTbKO aHOManmm

OGHapyxeHue

o)
o

Cisco

Ctagusa ataku

Ucnonb3oBaHue yasBumocTen

3noymbIlWNeHHUK cKaHupyeT |IP-agpeca n nopTbl AN NoUcKa
yassumocten (OC, nonb3oBaTenu, NpuUnoxeHUs)

YcTaHoBKa BpegoHocHoro MO Ha nepBbIn y3en

Xakep yctaHaBnuBaert NO ana nony4vyeHus goctyna

CoeguHeHue ¢ “Command and Control”

BpeaoHocHoe MO co3paet coeanHeHune ¢ C&C cepBepamu
AN NoNy4YeHUsi UHCTPYKLIUN

PacnpocTtpaHeHue BpegoHocHoro MO Ha apyrue y3nbi

ATaka Apyrux cuctem B CE€TU Yepe3 Ucnonb3oBaHue
ysi3BUMOCTEWN

YTeuka gaHHbIX

OTI'IpaBKa AaHHbIX Ha BHelWWHUe cepBepa

{
)

- W

NetFlow moxeT 06HapyXUTb CKaHMpPOBaHWE Ananas3oHoB P

NetFlow moxeT 06HapyXuUTb CKaHUMpOBaHWE MOPTOB Ha
Kaxgowm IP-agpece

NetFlow moxeT 06HapyXuUTb BXOASLUMIA YpaBNSIOLINIA
TpauK C HEOXXNOAHHOTO MECTOPACMONOXEHMUS

NetFlow MoxeT 0bHapYXUTb MCXoOALWMI TpaduK K
M3BEeCTHbIM agpecam cepepoB C&C

NetFlow moxeT 0bHapyuTb CkaHMpoBaHWe AvanasoHoB IP

NetFlow moxeT 06HapyXUTb CKaHUMPOBaHME MOPTOB Ha
Kaxxgom |IP-agpece BHyTpPEHHEro ysna

NetFlow moxeT 0bHapyxuTb paclwmpeHHble notoku (HTTP, FTP,
GETMAIL, MAPIGET 1 gpyrue) n nepegady AaHHbIX Ha BHELLHWE
y3nbl



CeTteBoe obHapyxeHue aHomanuu (NBAD)

e OTYéTbI NO rpynnam XoCToB BblalOT CETEBbLIE LabnoHb! 1 LWABMOHLI ﬂpVIJ'IO)KeHl/IM

Inbound/Outbound
OT4eT no Tpaduky

OT14yeT No
NPUNOXEeHUAM

s | B [ [ streseirsy sudiovisee [ Undefivnd TP B veure
[ s (nciosstied) [l S8 (uetasilied) [ otters

« Concern Index oTCnexmnBaeT XOCTbl KOMMIPOMETUPYIOLNE CETb

Mew York, Deskbops

10.50,100.583

190,075,544

1,501% [

High Concern Index, High File Sharing
Index, High Tokal Traffic

Ping, Rejects, TCP_Scan

* File Sharing Index nokasbiBaeT akTUBHOCTb MUPUHIOBbLIX CECCUN

Atlanta, Trusted
Wireless

10,10.:200,59

180,385

617 I

High Concern Inde:x, High File Sharing
Inde:x, High Tatal Traffic

Ping, Fing_5can, Port_Scan, TCP_Scan,
TCP_Stealth

e Target Index nokasbiBaeT XOCTbl ABMSOLLMECH XepTBaAMU BPEAOHOCHOW aKTUBHOCTY

Damain Conkrollers,
atlanta, DMS Servers,
MTP Servers

10,10.30.15

118,019,003

11,502% [

Exress_Clients, Rejects

S1ETILT
CISCO



StealthWatch — BHyTpeHHNe HapyLwmTenu n yrpossbl

 HeaBTOpM30OBaHHbLIU AOCTYM: MNOMbITKA HapyLeHNa NoNMTUK, 6riokmposaHa Ha MC3

vernon

Denied

10.203.0.202

QA, Windows, Chicago, PCI Unauthorized

Engineering, PCI Unauthorized

30s

HTTPS (undassified)

 BHyTpeHHee obcnepnoBaHue: Concern Index cobblTue , CKaHMpPOBaHME Ha NOPTY

tcp/445

Apr 17, 2013 12:39%:57 AM
(22 hours 7 minutes 4s aga)

Apr 17, 2013 10:40:06 PM
{6 minutes 555 aga)

Atlanta, Engineer

10.202.0.0/24

5,576,360

Addr_Scangtcp-445(11330)

e YTe4yKa gaHHbIX: naeHTUuKauma nogo3putenbHoOn nepegadn gaHHbIX Yepes

NHTepHeT-nepMmeTp B TeYEHME ONMNTENBHONO BPEMEHMU

9

Desktops &
Trusted
Wireless

Apr 15, 2013
4:20:00 PM

{7 minutes 7s ago)

Suspect
Data Loss

10.10.101.89

Desktops, Atlanta

ud0158

Multiple Hosts

Observed 1.87G bytes.
Policy maximum allows up to

500M bytes.

« HakonneHwue AaHHbIX. nepega4ya oonbwmnx oobemMoB AaHHbIX Yepe3 CEeTb
— Mopo3peHune Ha HaKkoneHue AaHHbIX — XOCT 3arpy)KaeT AaHHble CO MHOMMX OPYrMX XOCTOB
— TapreTMpoBaHHbIM BblBOA AaHHbIX— XOCT BblkayMBaeT 60/bLUIOM 06BbEM OaHHbIX Yepes

MHOXECTBO APYyrnx XxoctoB

Target Data
Hoarding

o

None

Tolerance: 92
MNever trigger alarm when less than: 500M downloaded payload
bytes in 24 hours

Always trigger alarm when greater than: 1T downloaded payload

bytes in 24 hours

Mone

Cisco



ObpaboTka NHankaTopoB komrpomeTauum (IoCs)

« MlpeHTndmkauusa nogo3peBaembix B 3apaxeHumn Malware XocToB B rpynnax KIMeHTCKNX
MaLUWH

10.50.100.83

POS Terminals 199,155,204, 182 Urited States 385 FTP 2.2k

* Busyanusaumsa pacrnpocTpaHeHNs 3apaKeHus
Malware ¢ nomowibto Worm Tracker

— OCHOBHbIE U BTOPUYHbIE 3apaXKeHust
— CkKaHupyeMmble noaceTu

e [1lpMeHeHMe KOHTEKCTHO-HacCbIWEeHHON TernemeTpumn ot ISE ana noHnmaHusa
BOBJIEYEHHbIX MONb30oBaTenen

ﬁ Jun 10, 2013 11:27:37 PM Current Brcrmahon 00:d0:bE:0d:Fd:27 | Windows7-Warkst LC Unknown | GigabitEthe
) (& days 20 hours 26 minutes (Iomega ation Exporter rmetSi37
)
ey ago) Corporation;) (10.10.1.1%
* Y3HaTb BCE NN XOCTbI 3aTPOHYIO U3HAYaJIbHbIM 3apaxXeHue
Apr 15, 2013 12:53:21 PM Apr 15, 2013 10:07:36 PM Atlanta, Trusted Wireless 10.10,200,59 Darnain Contrallers, Atlanta, 10.10,30.17
(11 hours 58 minutes 40s aga) (2 hours 44 minutes 255 aga) DMS Servers, MTP Servers
Apr 15, 2013 2:49:26 AM Apr 15, 2013 25719 PM Atlanta, Trusted Wireless 10,10,200,59 Atlanta, File Servers 10,10,31.33
ol | (15 hours 2 minukes 35s ago) ({2 hours 54 minukes 425 ago)

Cisco



MopaenunpoBaHune n KOHTposb Business
Crltlcal NpoOLECCOB B StealthWatch

Overall system profile
PCI Zone Map




Mbl MOXeM OTNpPaBUTb XOCT HA KapaHTUH C
nomowblo StealthWatch

Success

BN -

@ demo.local | Host Report for 10.10.18.1C

Quarantine request successfully sent to ISE. To view the current quarantine status of the host
you must go to the Cisco ISE device or contact your ISE administrator.
Concern Index Target Index Recon Data Hoarding Exdiltration Policy Violation

0 0 0 [ o | 0 0 2

Treffic by Peer Host Group (last 12 hours) s Alamms by Type (last 7 days)

Alarms by Type

10.10.18.102

View Flows Classify History

Status: Active @ Caich All United States @
Hostname: w7-client-3850.cts.local §
10.10.18.102 Gl
Host Groups: Catch All = 4
g 3

Lacation: RFC 1918 a
Last Seen: 5/22/15 1:28 PM 2 =
Policies: Inside $ Matticast .
MAC Address: 00:50:56:b4:3f:af (VMwars, Inc.) @ Broadeast N o o o 0

05/16 05/17  05/18  05/19  05/20

Quarantine Unguarantine
I Employees to Development Servers

I Employee to PCI Server Violation Policy

Users & Sessions F Application Traffic Inte

Mac Address: Mac Vendor: Vmware Inc Device Type: Unknown
00:50:56:b4:3f:af Application Total Ratio Received T-day Trend 24-hour Trend

% Sent
Usee Start End ICMP 176.15KB  51.00 [
smployse1 522/15 12:51 PM 5/22115 1:29 PM A‘A—- A




Kak ato BbirnaguT Ha ISE (ncnonb3yem
AdaptiveNetworkControl): Live Log

[l Show Live Sessions {3 Add or Remove Columns ¥ 4% Refresh @) Reset Repeat Counts R‘3""'35"\| Every 1 minute '| Show| Latest 20 records '|
Time oS | enle |Repeat Count | JdEntEY i Endpoint ID_* Authentication Policy * Authorization Policy Authorization Profiles * | Security Group Network Device
T | | | |

2015-05-25 17:12:35.581 a #CTSREQUEST# Device_SGT N7K-DST1
2015-05-25 17:12:15.702 a #CTSREQUEST# Suspicious_Investigate N7K-DSTL
2015-05-25 17:12:14.355 a #CTSREQUEST# Suspicious_Investigate cts-3850-b
2015-05-25 17:12:14.335 o a 0 employeel 00:50:56:B4:3F:AF Suspicious_Investigate

2015-05-25 17:12:14.307 Qa employeel 00:50:56:B4:3F:AF Default >> DotlX >> Default Default >> EPS Authorization Rule  Suspicious_Investigate Per... Suspicious_Investigate cts-3850-b

aifran]n
CISCO
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[EPSStatus check ]

[Security Group Assignment




NetFlow n StealthWatch B Cisco

KonnekTopbl MOTOKOB pacrnonoXeHbl
rnodanbHo

15 MunnmapaoB NoTokoB B AeHb B Cisco
Cisco Stealthwatch

« Ad-hoc nouck

« AHanutuka ceTtu

e AHanus v npegynpexaeHnsa

e [lonbITkM BbiBOAA OaHHbIX

» OOMeH hannamm n nx pasgada

* Bonblwne obbemMbl NOTOKOB

» CoeguHeHus c boTHeTaMu

aifran]n
CISCO
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MawmnHHoe obyyeHmne (MCKYCCTBEHHbIN MHTENSIEKT)

3-e NnoKkoneHune

2-e NnokoneHue

1-e nokoneHune

aifran]n
CISCO

ABTOMaTMYeckas
WHTepnpeTaums
pesynsraToB

MN3BecTHbIe
BapuaHThI

v

Fnmob6anbHasa
Koppensauusi no
BCEeM UCTOYHUKaM

OAWH UCTOYHMK
(DNS, e-mail, web,
cdann n 1.n.)

loC no ogHOMY
WU HECKONbKUM
MCTOYHUKaM

MalmHHoe oby4veHune —
He naHaues

NHTepHeT oBmkeTcs K
TOTanbHOMY LLUM(POBAHMIO

3NOYyMbILLSTEHHUKU
OCTalTCA HeE3aMeYEeHHbIMN —
cTteraHorpadus

3a UCKYCCTBEHHbIM
nHTENnnekTom B b — byayluee



Kak paboTtaeT camooby4yatoLliasacs ceTb?

OGHapyxeHue nytewn
NpoXoXXaeHus Tpaduka

Ob6HapyxeHune
NPUIOXEHUA C MOMOLLLIO
NBAR n DPI

Yummca oTnmyath nnoxoe
OT XOpOLLEero

st}
CISCO

Cospanue kapThl IP-
agpecoB

N3y4yeHne nsmeHeHun B
nyTsx, o6bEMaX,
LabnoHoB, 3aBUCUMOCTM
OT BPEMEHU CYTOK

ToyHOe obHapyxeHue
aHomarnun; onepaTopy
OTnpaBrisieM 3anpoc Ha
pearmpoBaHue




He 3abbiBanTe npo octaBwimnecst 5%

[poaBUHYTLIE YrPO3bI HoBble pelieHuns

Targeted Spear.Phishing _ _ Expanded Data Collection
Trojans - Netflow, IP-Attri_bution, PINSH

_ Big'Data'Analysis & Playbooks
Watering Fole Attacks Rapid/Containment
Social Networking Attacks = DNS/RPZ; Quarantine, On-line

. Host Forensics
Nation State Attacks Threat/SituationallAwareness

Cisco 20



Kak Cisco noBut 311 5% B cBoeun cetn?

BHewwHme counabl 06 yrposax

Execs Admins
AIU?'torS MeTpuki 1 HeiiTpan1sosats E”d
nfosec OTYETHI WNHdopmuposaHne PearnpoBsaHue pearvpoBatb Sers
IT Orgs : Partners
HR-Legal Incident Response Team Business
Line of Biz Functions

Cucr. ynpaBnexus Playbook

Incident Mgt System
OBHapy»<eHune RO YNpaBreHune

Compliance Tracker

=

KOHourypaumen

MHcnekuus

Peructpauus

WpoeHTudnkaums

TenemeTpus

aifran]n
CISCO

CkaHbl  KoHdurn Jlorm  Tlotokn CobbiTus

IDS | IPS | NAM | NetFlow | Web Gateway| HIDS

Syslog | TACACS | 802.1x | Antivirus | DNS | DHCP | NAT | VPN

Vuln Scans | Port Scans | Router Configs | ARP Tables | CAM Tables | 802.1x

Address, Lab, Host & Employee Mgt | Partner DB | Host Mgt | NDCS CSA, AV, Asset DB | EPO, CSA Mgt, Config DB

4TB B OeHb

21



[TaccuBHbIM aHann3 DNS @Cisco U

O6GHapyxunTb aTaku

DNS XxypHanbl cogepxaT 6ecueHHYy UH(opmaLuuio:

DNS KpUTUYHbIN CEPBUC
CSIRT xypHanupyeT 2.5 munnuapga DNS

3anpocoB/B AeHb
AHanna DNS 3anpocoB 1 OTBETOB NO3BOJSISET:

UTo nonb3oBaTenbckaa MallnHa XO4eT caenartb

— Src/Dst

—r gname/nbname
/L gtype/nbtype

— NetBIOS suffix

HoBble JoMeHbl (MeHee Heaenu)

Fast Flux domains (MHoro IP, kopoTkun TTL)

Esoteric domains (yHukanbHocTb, random generation)
DDNS domains

Ownbkun pesonsuHra

Mukn DNS-Tpaduka

C2 cepBepa, 3abutble B BPEAOHOCHI

NI
CISCO.

Koppensauusa c NetFlow, Packet Capture n xxypHanamu
NPUNOXEeHNN

22
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OnbIT CisSCO: KOMOMHUPYNTE METOADI
OOHapyXeHus

B npowunom 2012 2013+

Signature Behavior

Signature

Heobxoanmo ncnosnb3oBaTth pasfiMiHblie Crocodbl N3ydYeHust yrpos
Al CeteBble notoku | [NoBegeHue | CurHatypsol | ccnenosaHus

Cisco 23



[logBOOUM UTOTN

N3BeCcTHO
Apyrmv

He
N3BECTHO

Apyrum

aifran]n
CISCO

3BeCTHO aHanNnTuUKy

OTKpbITasn

NGFW / NGIPS

3awuTa oT BpeAOHOCHOro
no

Cnam-dunbTpbl
Be3onacHocTtb Web

CKkpbliTas

Busyanusauus
NMonb3oBaTtenbckue
3anpochbl

KoHTekcT

He ns3secTtHo aHannTuky

MNMnatdopmel Threat Intelligence
AHanunTtuka Big data

Koppensauus
Ob6nayHble peleHus

Heun3sBecTHasa

MawuvHHOe obyyeHune
CraTncrnyeckmm aHanus
AHanun3 ceTeBoro noBegeHus

24



VIHTerpmpoBaHHaga 3aLmTa oT Yrpo3 — 3TO €4UHCTBEHHLIN
NyTb 3abNOKNpoBaTh NMPOABUHYTbIE YIPO3bl

“ GIobaI
Intelligence

= 6 CpefnHee BpeMsa obHapyXeHus
e D T c Cisco: 17 yacoB
ﬁ Identity & Access G
@y Control
Email

E* O6nako CeTb n Web

) V| N
— .;"_' = =& 7 4 WW W
» Bl ° @
ToueuHoe [NocTosAHHOE
¥ DNS, IP & BGP @ E*

Mo6unbHoe Endpoint BuptyankHoe
@ Advanced
Threats

\y

- . " @ | CpenHee BpeMsi 06HapyXeHus
&) Sandboxing ‘5 ' W e 6es Cisco: 200 aHen

Anomaly
al .db Detection
CISCC



UTo coenaTtb nocrne cemuHapa?

Y10 Bam
noHagooutca?

Yero Bam He
xBartaeT?

Yto y Bac
ecTb?

Bbibepute He06X0aNMbIE NCTOUHUKN
AaHHbIX, 0By4nTe nepcoHan u, no
HeobXxo4MMOCTN, BHEAPUTE HOBbIE
peLleHunst no kKnbepbesonacHOCTU U
aHannay nHgopmaunm ansa b

OnpeaennTe Balun KpaTKOCPOYHbIE,
CpeaHecpoYHble U AONTOCPOYHbIE NIaHbI
N BO3MOXHbIE Yrpo3bl ANS HUX, a 3aTeM
onpegenuTe AaHHble, KOTOpble BaM
HY>KHbI NS NX 06HapYyXeHus

NpoeHTndpuumpynte ncnonbsyemole
Bamu TexHonoruu Ub, ncnonsayemslie
AaHHbIEe U cnocobbl X NOSTyYEHUS, He
3abbIBasi Npo MoAenNMpoBaHue yrpos

26



[ Oe Bbl MOXeTe y3HaTb bonbLue?

@ [TMwmnTe Ha security-request@cisco.com

@ BbITb B Kypce Bcex nocregHnx HoBOCTEN BaM MOMOTYT:

n http://www.facebook.com/CiscoRu

YW http:/hwitter.com/CiscoRussia

| http://Amww.youtube.com/CiscoRussiaMedia
| http://www.flickr.com/photos/CiscoRussia
http://vkontakte.ru/Cisco

http://blogs.cisco.ru/

m http://habrahabr.ru/company/cisco

m http://linkedin.com/groups/Cisco-Russia-3798428

@ http://slideshare.net/CiscoRu

E https://plus.google.com/106603907471961036146/posts
el http://www.cisco.ru/

aifran]n
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